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Key questions
1.What are cryptomarkets and how do they work?
2.Who uses them, what do they use them for and why?
3.What implications does their increasing usage have for 

drug-related harm?
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What is a cryptomarket?
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A cryptomarket or darknet market (DNM) is 
“an online forum where goods and services 
are exchanged between parties who use 
digital encryption to conceal their 
identities” (Martin 2013:6).
Share the following characteristics:
– third-party hosting and administration
– use of traditional postal systems to deliver 

goods
– decentralised exchange networks
– use of aliases to conceal user identity
– reliance on the Tor network
– use of encrypted electronic currency (e.g. 

Bitcoin)
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Who uses cryptomarkets?

~20% of Australian respondents to the GDS 
purchased drugs via a cryptomarket in the previous 
12 months
Barriers: minimal technical proficiency, access to 
computer, mail address, cryptocurrency wallet
Predominantly male – 60-80%, between 20-40 years
Most respondents to surveys report engaging in 
recreational/’weekend’ use
~25% of purchases intended for supply to others



What do people buy?

Cannabis, 1517

Ecstasy, 958

Amphetamine, 
91

Cocaine, 415Methamphetamine, 767

Psychedelics, 
680

Opioids, 486

Prescription, 
1260

Number of transactions by drug type, 
Australian vendors

The most popularly 
traded drugs in Australia 
are:
1. Cannabis (25%)
2. Prescription drugs 

(20%)
3. Ecstasy (16%)
4. Methamphetamine 

(12%)
5. Psychedelics (11%)
6. Opioids (8%)
7. Cocaine (7%)
8. Amphetamine (1%)



(Soska & Christin 2015)



Why use cryptomarkets?

Higher quality (potency, purity, predictability)
Lower price (if purchasing from overseas)
Enhanced choice
No violence
Reduced risk of arrest
Less stigmatising / customer oriented
‘Gentrified’ environment

(Cunliffe et al 2018; Martin 2017; Bancroft & Reid 2016)



Customer orientation

#19: The street trade is a mess. I wanna provide labelled 
products, good advice and service, like a real business. 
Not sit in a shitty car park selling £10 bags from car 
window all day.

#9: I try to provide the best products and service I can, 
when someone has a problem or claims [their order was] 
short on pills as long as they have ordered from me 
before I usually take them at their word.

(Martin et al 2020)



Harm reduction
Cryptomarkets reduce drug harm by facilitating:

Access to higher quality, less adulterated illicit drugs
Access to market dispute resolution 
Access to harm reduction discussion forums
Reduced stigmatisation, threats and instances of 
violence in drug procurement
Reduction of violence between drug market 
participants

(Martin 2017; 2014; Bancroft 2017; Bancroft & Reid 2016; van Buskirk 
2016; Barratt et al 2016a) 



Harm awareness

RM: Are there drugs you wouldn't sell?
#12: Yes. Heroin. Fentanyl. Crack. Coke. I don't do the hard shit.
RM: How come?
#12: If I don't use it I don't sell it. Those drugs ruin peoples lives. They 
could kill themselves

#2: At the end of the day selling coke is dangerous and people 
overdose and all kinds of things and the difference is we actually care 
about our clients
RM: Yeah. Does it affect the way you do business?
#2: It does but we sleep pretty good at night knowing that we work with 
a small group of semi responsible clients, we dont want to hurt anybody.

(Martin et al 2020)



Harm increases
Some research suggests that cryptomarkets may increase 
drug harms:

5% of respondents reported using drug for the first time 
after purchasing via a cryptomarket (GDS 2019)

Nearly one third reported using a wider range of drugs 
(GDS 2019)
Barratt et al (2016b) reported that drug users often 
increase usage following first access of a cryptomarket –
‘honeymoon’ period
Potential for wider access / diffusion into offline markets 
(Aldrige & Decary-Hetu 2016)



Conclusions

Cryptomarkets represent a relatively small but 
steadily growing proportion of the global illicit drugs 
market
Australia is an enthusiastic adopter –
disproportionately high in international terms for 
both buying and selling
Growing evidence of a range of benefits, including 
harm reduction and reduced systemic violence
Benefits are most pronounced for those who are 
already less vulnerable – risk of further entrenching 
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